Internet Crimes Against Children (ICAC)

How Child Pornography and On-Line Enticement
Investigations Are the Most Powerful Tool Known to

Mankind to Stop Child Molesters



Detective Tim Brady
Boise Police Department



What challenges does the Criminal Justice System Face?

There are currently over 480,000 child pornography websites

Project Safe Childhood Report to Congress, 2010

In 2003, the number of child pornography files found online
was 3,600. By 2005, the number of child pornography files had
exploded to 6.5 million

National Center for Missing and Exploited Children

More than 60,000 images of child pornography posted online
every month

Royal Canadian Mounted Police 2006

In 2012 alone, upon the request of law enforcement, NCMEC
analysts reviewed more than 19 million images and videos.

National Center for Missing and Exploited Children



Challenges Ctn.

e Law enforcement has identified 20 million unique leads
of persons offering child pornography

Project Safe Childhood National Report to Congress, 2010

e Child pornography generates approximately $3 billion
annually

Internet Watch Report 2008

e Approximately 20% of all Internet pornography
involves children

National Center for Missing & Exploited Children, Internet Sex Crimes Against Minors: The response of Law Enforcement, 2002.
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Internet Watch Foundation (IWF) 2006 Annual Report



Internet Watch Foundation (IWF) 2006 Annual Report



On-line Enticement

State and local law enforcement agencies involved in

Internet Crimes Against Children Task Forces reported
a 230 percent increase in the number of documented
complaints of online enticement of children from 2004

to 2008.

National Center for Mission and Exploited Children

1 in 25 children ages 10 fo 17 received an online
sexual solicitation where the solicitor tried to make

offline contact.

National Center for Missing and Exploited Children



On-line Enticement

I

* It is estimated approximately 750,000 “sexual
predators” use the Internet in an attempt to
make contact with children for the purpose of
sexually exploiting them.

Project Safe Childhood Report to Congress, 2010



On-Line Sexual Exploitation of
Children

o 80% of people identified with child pornography
had images of children being sexually penetrated.

o 21% had images of children subjected to
bondage, rape or torture. Most of these were
gagged, bound, blindfolded or otherwise
subjected to and enduring sadistic sex.

National Center for Missing & Exploited Children. Child Pornography Possessors Arrested in
Internet-Related Crimes: Findings from the National Juvenile Online Victimization Study. Virginia:
National Center for Missing & Exploited Children, 2005



On-Line Sexual Exploitation of
Children

The victims are getting younger

Many images and videos law enforcement is now seeing are
babies and toddlers

Recent Case (Torstenbo)

The abuse of the children is becoming more violent and
sadistic

Law enforcement is now combating the problem of live
webcams and streaming video

Recent Case (Milas)



Idahos Child Exploitation Problem

o It is estimated that there are over 5,000 unique
leads in Idaho disseminating child pornography
images of children (2010).

o It is estimated that 34,000 Idaho children
receive an Internet solicitation annually.

2 5,000 Idaho children are exploited by mail, calls
or requests to meet in person.

Idaho Internet Crimes Against Children Department of Justice Grant Application: Information
supplied by the National Center for Missing and Exploited Children
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Just Looking?

"I've tried to stop, but I cant..”
Common quote from several on-line sex offenders



Hernandez/Bourke Study (2006)

2 40 out of 155 offenders had documented histories of abuse
for a total of 75 victims: 1.88 victims per offender

o 85% admitted to at least one hands on offense
o 13% denied molestation, and then failed a polygraph

o 2% could honestly say they did not have any victims, but
were looking for the chance

> A total of 1,777 victims were identified as having been
sexually exploited that had never been identified



How to practice child love

Presented by The Mule

Child love explained by protessionals |

If you get offended or disturbed by sexual relationships between adults and
children, you should not proceed any further with this presentation

This material might be illegal in your country or region, which might lead to
prosecution or other penalties. If you downloaded this material by an
accident or don’'t want it to be stored on your computer, delete all of its
content with a secure delete process

This is an education and a step-by-step guide for adults to engage and
practice sexual relationships with underage children

The purpose of this guide is to teach adults how to safely and harmlessly
practice sex with children, without hurting the child, by using advanced and
well researched child psychology and pedagogy

If you don't want to take any part of this content, now is the time and here
is the place to quit, leave and securely delete all this content



MAIN INDEX

BEFORE YOU BEGIN ON THE EDUCATION ENCLOSURE AND FINAL INFORMATION
- Important info (5) - Before you actually begin (162)
- Credits (1/0)

THEORY BEFORE PRACTISE
- Child sexuality (6)
- Taboos and shame (8)
- Risks involved (11)
- When to start — what age? (16)

WHERE DO | FIND A CHILD?
- Introduction (19)
- Having own children or family equal access (21)
- Single parents and moms with kids (23)
- Babysitting, daycare and schools (26)
- Children out in the wide open world (37/)
- Other creative methods and some final words (45)
- The 4 important advantages (48)
- Survey, approach and create a relationship (57/)

THE PRACTICAL STEPS
- Introduction (/6)
- Step 1 (The first physical contact) (80)
- Step 2 (The second physical contact) (94)
- Step 3 (Exploring the child’'s genital) (105)
- Step 4 (Exploring the adult's genital) (130)
- Step 5 (Making love for the first time) (146)




Children Feel Intense Shame

In one study of confirmed child sex abuse cases:

/9%
Of c
22 % w

Of children denied or tentatively

disclosed
nildren who did disclose and

No were victims eventually
recanted

Sorensen, T., Snow, B. (1991). “How children tell: The process of disclosure in child sexual abuse.” Child Welfare
League of America, 70, 3-15. (http://www.prevent-abuse-now.com/stats.htm#Links)



http://www.prevent-abuse-now.com/stats.htm#

Sexual Abuse of Children is Rarely
Reported

Child Sexual Abuse Cases Ever Reported

2 O Average Victims before one report

“How do Sexually Abused Children Disclose? Towards an Evidence-Based Approach to Practice” SJ Collings, Acta Criminologica 19
(1) 2006



Effects of Child Sexual Abuse
on Victims

e In the short term (up to two years), victims may exhibit regressive
behaviors (e.g., thumb-sucking and bed-wetting in younger
children), sleep disturbances, eating problems, behavior and/or
performance problems at school, and unwillingness fo participate in
school or social activities

e Longer term effects may be wide-ranging, to include anxiety-
related, self-destructive behaviors such as alcoholism or drug
abuse, anxiety attacks, and insomnia

The National Center for Victims of Crime



Effects of Child Sexual Abuse
on Victims

Distrust of adults

Feeling of no where to turn

Recent Case (UK)

Isolation from rest of family / friends

Recent Case (Burley)



Effects of ICAC Crimes on
Victims

Because victims know images of their abuse are available in perpetuity they are
subject to a greater long-term risk of depression, guilt, poor self-esteem,

feelings of inferiority, interpersonal problems, delinquency, substance abuse,
suicidal thoughts, and PTSD.

Osborne V. Ohio, 405 U.S. 103, 111 (1990)

After the physical abuse has ended, child pornography victims suffer due to
continued circulation of their images or the ongoing potential for circulation of
their images

Prepared statement of Susan Howley, Chair of the Commissions Victim's Advisory Group, to the United States Sentencing
Commission, 1t 2-5 (Feb. 15, 2012)



Reality Check

According to a 2007 by the Association for
the Treatment of Sexual Abusers:

6 B(y Of Professionals Reported “little hope for
O a cure’

8 8(y Of Professionals Fear “recidivism after
O treatment”

“Attitudes of Members of the Association for the Treatment of Sexual Abusers Towards Treatment, Release, and Recidivism of Violent Sex Offenders: An
Exploratory Study.” Journal of Offender Rehabilitation, Vol 44, Issue 4, 2007.



How Can We Protect Our Children




Safety Tips

Your child’s best online protection is you

Install and use online protection tools

Become computer literate

Keep the computer in a common area

Bookmark you childs favorite site for easy access

Find out what Internet safety is in place at locations your
child spends time, ie — School, after-school center, friends
homes



Safety Tips

Warning signs of a child being targeted by an online
predator include spending long hours online, especially at
night, phone calls from people you don't know, or unsolicited
gifts arriving in the mail

If your child suddenly turns off the computer when you
walk into the room, ask why and monitor computer time

more closely

Withdrawal from family life and reluctance to discuss online
activities are other signs to watch for

Monitor phone and credit card bills for unfamiliar charges



Safety Tips

 No entering private chat rooms; block them with
safety features provided by your Internet service
provider or with special filtering software.

e Be aware that posting messages to chat rooms
can reveal your childs email address to others.



Safety Tips

Chat Room Caution

e Chat rooms pose serious hazards for Kids. Many
Kids have met “friends” in chat rooms who were
solely interested in exploiting them.

 No one knows how common chat-room predators
are, but child sexual predators are known to
frequent chat rooms.



Safety Tips

These predators sometimes prod their online acquaintances fo exchange
personal information, such as addresses and phone numbers, thus putting
the Kids they are chatting with — and their families — at risk.

Those interested in exploiting children often pose as teens or younger in
chat rooms. Because many kids have been told by parents not fo give out
their home phone numbers, pedophiles may encourage Kids to call them;
with caller ID the offenders instantly have the kids' phone numbers.



Safety Tips

Call the National Center for Missing and Exploited
Children at (800) 843-5678 if you're aware of the
transmission, use, or viewing of child pornography
online. Contact your local law enforcement agency
or the FBI if your child has received child

pornography via the Internet.



Questions?



