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Use of Technology to Stalk

O Phones — calls, messages, texts, pics, video
o Cameras

o Global Positioning Systems (GPS)

o Computers

o Social networking sites
0 Email & IM

o Spyware

O Assistive technologies
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Training
Technical
Assistance

Resources
- Statutes

- Legislative

- Clearin:

Stalking

resource center

The Stalking Resource Center is a program of the
National Center for Victims of Crime. The mission of the
Stalking Resource Center is to enhance the ability of
professionals, organizations, and systems to effectively
respond to stalking. The Stalking Resource Center
envisions a future in which the criminal justice system
and its many allied community partners will effectively
collaborate and respond to stalking, improve victim
safety and well-being, and hold offenders
accountable.

Updates

- Manuals/Guides

- Videos

The Stalking Resource Center provides training,
technical assistance, and resource materials for
professionals working with and responding to stalking
victims and offenders.

Use of Technology to Stalk
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Technology is not the enemy
-

o Criminals exploit the technology to create an
advantage for themselves

O Most of the technologies used by stalkers have
legitimate and legal functions

0 We must keep up with the criminals and work
to enact progressive, inclusive stalking
legislation

0 Impractical to make artificial distinctions
between stalking and “cyberstalking”

Tracking via Cell Phones
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Cell Phones
=

o Calls, texts, photos, video

o Cell phone settings can be manipulated to act as
listening device

Access to victim
Hidden device
GPS tracking

‘ Mologogo is a free service that will

Location Based Services

Search for: Find My Friends
O Locate
o Find kids, find friends

o Track spouse

GPS Phone Tracker

Trackster™ GPS locator

w (B

Followhlee GPS Tracker

Locate Anyone For Free

Geotagging




Disabling Geotagging

||

o Search “how to disable
geotagging on a [phone
make /model]”

0 www.icanstalku.com

Call Spoofing
|

Gives caller ability to change number shown on caller
ID, change sound of voice and to record calls.

Going to Great Lengths to Hid,
SpoofCard (s

Text Message Spoofing
||
Send text messages anonymously
FakeMyText.com
TextMeNow.net
TextForFree.net

TheAnonymousEmail.com

Cell Phone Spyware

|
O Listen to calls

o View contact lists
0 Read text messages s e o e
O Activate speaker

O Locate

MNow YOU can Spy on any Cell Phone

STNIEJL.TIH FHOBIE

PUORKS DS B NORDILL FHONE

Maijor Spoof Providers

0 spoofcard.com

O telespoof.com

O phonegangster.com
O spooftel.com

O itellas.com (ltellas offers a security log search
for law enforcement available online)

Most offer free sample calls

Cellphones — Documentation
|
Document communications

0 Audio: on phone and separately

o Text: i e

Isentu 2tets ywootuanswes.u

On phone

Digital image of phone face

® Most cell companies no longer maintain the content of
text messages

O Victims can get detailed copies of their own
phone bills




|
O Suspect’s phone records

Look for different access
numbers

O Suspect’s credit records
O Suspect’s phone (if using
mobile app)

o Court order to spoofing
companies

Spoofing — Documentation & Evidence
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Cellphones = Victim Safety
|
o0 Regularly ask victims about their cell phone use

Discuss spyware potential
Discuss account privacy
o If offender has ever had access to phone:

o Consider completely wiping phone & restoring to factory
settings (discuss potential safety risks of this action)

o Consider keeping phone but not using it for anything that
could reveal location of victim but also using a different,
safer phone (no-contract phones, donated phones)

Hopel®ne

from Verizon

699

3PS Vehicle Tracking from ANY computer with an intermet connection!

GPS Documentation & Evidence
=

Locate device on the victim’s car - tie suspect to the device

[1] Inside plastic bumper [2] In gop between window and hood [3] Inside stereo
speaker [4] In front dash 5] Under rear-dash fabric [6] In rear dash or third brake light




GPS Documentation & Evidence
=

0 Data on suspect’s computer
Tracking info/software
Tracking websites

o Data on suspect’s phone

O Suspect’s credit data
Equipment purchase

Real time tracking via a service with
monthly /annual charge

- Email & Social Networking Sites

Email Anonymizers
]

0 Abusers can send anonymous emails through
websites

0 Marketed as if no trace will exist, but it's always
possible to determine actual sender

; Bidemyoss.com

€2\ REVENGEMAIL.COM

Tracking the Offender

0 Suspect vehicle installation — suspect unaware (court
order)

0 Used by probation departments (ankle bracelets)
o Cell phone GPS capabilities (court order)

o Consumer GPS (search warrant)
TomTom

Garmin

Email

How do stalkers use email?

o Send email

“Fake” emails
m Michelle M. Garcia <michellemgarcia@gmail.com>
m Michelle M. Garcia <michellemmgarcia@gmail.com>

0 Monitor email
O Intercept email

O Impersonate victim and send messages to
others

Email — Documentation

o Save emails
Electronic and hard copies with expanded headers
Received: fro @ web113110.mail.gq1.yahoo.comvia
HTTP; Thu, 27 Sep201212:13:42 PDT
X-Mailer: YahooMailRC/157.18 YahooMailWebService/0.7.347.2
Date: Thu, 27 Sep 2012 12:13:42 -0700 (PDT)
From: Creepy Stalker <creepy_stalkerguy@yahoo.com>
Subject: do you think i am kidding?
To: stalking.victim@yahoo.com

o0 Do not have victims forward emails to law
enforcement




Social Networking Sites

0 SNS can bring people together in various ways

0 How stalkers can exploit SNS:
Gather information on the victim
u Location
u Plans
Communicate
m Post on victim’s page
m Post about the victim on their own or other’s pages

Create fake sites

Status Updates/Away Messages
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SNS - Documentation

o Capture and save screenshots (PrntScrn)

0 Some sites offer a “download your information”

service in account settings
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Working with Victims - Social Media

o Regularly ask victims about their social media
usage & online presence

Location based social networking sites

Discuss risks - balance of freedom & safety

u |s telling a victim to get off Facebook (or other SNS) our
best option?

0 Have victims capture screenshots of pages

0 What is on friends/family pages?

sandybromiey

At Library — 3
Floor stacks

® Staking Rasourca ¢
” 31 Mal

At Disneyland with Gl Standing in line for California
Screamin' rollercoaster. pic.twitter.co
View photo

- Chat
Salect: Al Nons
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Home  Freservation Request

Law Enforcement Online Requests

My Requests
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https://www.facebook.com/records/

Laptop & Web Cams

Built-in
Camera
of the
Laptop

How Cameras are Used
|
o Keep track of victims — learning their routine, monitoring
behaviors, etc.
0 Watch victim without being seen — be omnipresent
o0 Obtain information they otherwise wouldn’t be able to
have
O Manipulate victim; blackmail
o Scare and harass— “I'm watching and know what you
are doing”
Camera Documentation & Evidence
||

0 Look for common obijects in which cameras may be
hidden (look for pinholes)

o Consider covering webcams when not in use
0 Wireless camera detection:

Devices that may tell you if such signals are being
transmitted

0 Wired cameras can be difficult to detect

o Searching for a reflection from the camera lens

|

How can they be disguised?

CAMERA

What to Know

o Surveillance equipment is inexpensive; starting under

$100

O Plenty of information available on how to operate
systems

0 Remote access

Camera Documentation &
Evidence

0 Search for software on suspect’s computer
o Search for monitoring websites/URLs

0 Check for equipment purchases




Turning the Camera
|

Why use video surveillance?

0 Excellent evidence

o Always active

o0 Cheaper than physical surveillance

O Provides victims with sense of security

- Accessing Information

Computer Spyware

@ set Program ceess and Defats

temp2
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Turning the Camera

Vandal-proof IR weather- Super Wide Angle Color
proof color camera Camera

License Plate Capture

camera
Flood Light Bulb camera  Electric Box amera ‘
Spyware
|
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Spyware Documentation & Evidence

||

0 Regularly ask victims about their computer
technology use

Has computer been performing strangely? Has
battery been depleting faster than usual?

Has offender had access to the victim’s computer?

o Commercial spyware detectors (McAfee, Norton,
Symantec) may or may not find spyware

o Forensic analysis




Spyware — Victim Safety
||
o Educate victims about remote access/spyware
possibilities
0 Encourage victims to use a “safer” computer
Not connected to the Internet
Shared computers at the library or elsewhere
o Spyware “cleaners” do not guarantee safety
0 Removal of spyware may escalate offender’s
behavior

Keystroke Loggers Evidence
|

O Suspect needs to retrieve device to download
data

O Look for data on suspect’s computer

0 Check for purchase of equipment

Peapie Search. Homestly Free! Search by Name. Find Peaple in the USA. Free People Finder
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Live in the know:
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People Searcn | Email Lookup | Social Network Search | Property Records

Keystroke Logging Hardware

Q Can be keyboard ports, special keyboards, or mouse
0 No software to install or configure - just plug it in
0 Need physical access to install & remove

Builin Sash memory card.

What Information is
Out There?

Other Sources of Information

o Court and government sites
Tax records
Court records
Voter registration
0 Informational and organizational

Organizational websites

Professional, campus, community groups

o Chain store discount cards




Resources for Law Enforcement
|
0 Regional Information Sharing Systems

www.riss.net

0 Regional Computer Forensics Laboratory
www.rcfl.gov

O Justice Technology Information Network
www.justnet.org

0 Electronic Crime Technology Center of Excellence
www.ectcoe.net

Use of Technology to Stalk
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Resources for Victims

||
o Safe Shepherd

o0 Reputation.com

Planning Tool
www.nnedv.org

The SafetyNet Project

Free premium service for stalking victims

www.safeshepherd.com/advocates

Free service for domestic violence victims

o Survivors & Technology: An Interactive Safety

Responders, April 2008.

http://www.iwrcfl.org/

Networks, January 2007.

Law Enforcement, April 2004.

National Institute of Justice

o Digital Evidence in the Courtroom: A Guide for Law
Enforcement and Prosecutors, January 2007.

O Electronic Crime Scene Investigation: A Guide for First
0 Electronic Crime Scene Investigation: An On-the-Scene
Reference for First Responders, November 2009.

O Investigations Involving the Internet and Computer

O Forensic Examination of Digital Evidence: A Guide for

-

Available at http://victi fcrime.org/src/r
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